Abstract-How to build an efficient identity-based broadcast system with short ciphertexts is a main challenge at present. The existing constructions with constant size ciphertexts in the standard model are based on the non-standard cryptography assumption. In addition, these constructions cannot solve the trade-off between the private keys and ciphertexts. Hence these methods lead to schemes that are somewhat inefficient in the real world. To overcome these shortcomings, two schemes are introduced at first. The initial construction has constant size ciphertexts and O(|S|)-size private keys(where S denotes the set of receivers). Then the second scheme achieves constant size ciphertexts and constant size private keys which solve the trade-off between the private keys and ciphertexts. Furthermore, their security rests on the hardness of the decision Diffie-Hellman Exponent problem instead of other strong assumptions. However, both schemes only achieve a weak securityselective-identity security. Finally, two helpful constructions are proposed. They are constructed in the standard model and achieve full security which is stronger than selectiveidentity security.
I. INTRODUCTION
The concept of Broadcast Encryption (BE) was introduced by Fiat and Naor in [1] . In a broadcast encryption scheme a broadcaster encrypts a message for some subset of users who are listening on a broadcast channel. Any user in it can use his private key to decrypt the broadcast. Any user outside the privileged set should not be able to recover the message. Recently it has been widely used in digital rights management applications such as pay-TV, multicast communication, and DVD content protection. Since the first scheme appeared in 1994, many BE schemes have been proposed [2] [3] [4] [5] .
Identity-based encryption (IBE) was introduced by Shamir [6] . It allows for a party to encrypt a message using the recipient's identity as a public key. The ability to use identities as public keys avoids the need to distribute public key certificates. So it can simplify many applications of public key encryption (PKE) and is currently an active research area. The first efficient IBE was proposed by Boneh and Franklin [7] in 2001. They proposed a solution using efficiently computable bilinear maps that was shown to be secure in the random oracle model. Since then, there have been many schemes shown to be secure without random oracles [8] [9] [10] [11] [12] .
Identity-based broadcast encryption(IBBE) [14] is a generalization of IBE. One public key can be used to encrypt a message to any possible identity in IBE schemes. But in an IBBE scheme, one public key can be used to encrypt a message to any possible group of S identities. Recently, many IBBE schemes had been proposed [13] [14] [15] [16] [17] . But the well known construction of IBBE was the scheme of Delerablée [14] . This construction achieved constant size private keys and constant size ciphertexts. However her main scheme was only provable selective-identity security under the random oracles. In [16, 17] , two schemes with full security were proposed. But they were impractical in reallife practice since their security relied on the complex assumptions which were dependent on the depth of users set and the number of queries made by an attacker. In addition, recent work in [17] had the sublinear-size ciphertexts. Moreover, the authors in [17] used a subalgorithm at the Encrypt phase to achieve full security.
With this motivation, we propose some new efficient identity-based broadcast encryption schemes in this paper. The initial construction has constant size ciphertexts and O(|S|)-size private keys(where S denotes the set of receivers). Then the second scheme achieves constant size ciphertexts and private keys, which solve the trade-off between the private keys and ciphertexts. However, both schemes only achieve selective-identity security. Finally, two helpful constructions are proposed, which are constructed in the standard model and achieve full security.
II. Preliminaries

A. Bilinear Diffie-Hellman Exponent(BDHE) Assumption
The BDHE problem is defined as follows: Given a   tuple   2  2   ( , , , 
The (t, ε )-BDHE assumption holds if no adversary has at least ε advantage in solving the above problem with polynomial time t.
B. Identity-based Broadcast Encryption
An identity-based broadcast encryption scheme (IBBE) consists of four algorithms and is specified as follows.
Setup Take as input the security parameter, Setup outputs a master secret key and a public key. The PKG is given the master secret key, and the public key is made publicized.
Extract Take as input the master secret key and a user identity ID. Extract generates a user private key d ID .
Encrypt Take as input the public key and a set of We set
The system parameters are param= (   1  2  3 , , , , g g g g H ) and master key is 2 g α .
Extract
Given the identity ( , ', , , )
Encrypt To encrypt message M under identity
Decrypt Given the ciphertexts
A. Initial construction
We first give the initial construction.
Setup Select a random generator g ∈ G and some random elements 2 g , 3 g
Then pick a random
We set
Extract
Given the identity ID i , PKG selects randomly i p r Z ∈ and computes private keys as follows:
Encrypt Given S={ID 1 ,…, ID s } and message M, the broadcaster randomly picks p t Z ∈ and computes: On the other hand, when T is uniform and independent in G 1 , C * is independent of b in the adversary's view.
Phase 2: The adversary continues to issue Extract queries with the constraint that the querying identity Setup Selects a random generator g ∈ G and some random elements 2
Then it picks a random Security analysis Theorem 3.2 Suppose that the decision BDHE assumption holds, then our new scheme is IND-ID-CPA secure.
Proof: It is similar with the proof of Theorem 3.1. It is given as follows: Suppose there exists a attacker A against our scheme, then we will construct an algorithm B to solve the decision BDHE problem. We define the selective-identity game between A and B as follows:
Initialization A first outputs a set of identities The rest of game is same with the Theorem 3.1. So we omit them.
D. Efficiency analysis
Our constructions achieve O(1)-size ciphertexts. The private key of initial construction private key is linear in the maximal size of S. The second scheme achieves O(1)-size private keys which solves the trade-off of the private keys and ciphertexts. In addition, 1 2 ( , ) e g g can be precomputed, so there is no pair computations at the phase of Encryption. Furthermore, the security of the proposed schemes are reduced to the decision BDHE assumption. This assumption is more natural than those in the existing schemes. Table 1 gives the comparisons of efficiency with other schemes.
Note: λ is a security parameter. m and |S| denote the maximal size of the set of receivers and the size of receivers for one encryption . PK and pk are public key and private key separately.
IV. EXTENSIONS
The proposed schemes only achieve the selectiveidentity security. A natural extension is to construct the efficient scheme with the strong security. In this section, we will give two methods to achieve it.
A The first motivation
An well-known construction of IBE was given by Waters [9] . It achieves full security( adaptive security) . It works as follows:
Setup Selects a random generator g ∈ G and some random elements 2 g , 3 g , i h from G(where i=1,…,m). The proof can be obtained from [9, 11] . Recently, a new technique is applied to IBE. It is called Dual Encryption Technique [18, 19] . This technique can be applied to modify our two constructions in section III.
Then it picks a random
( , , ) C C C C = = 1 2 3 1 ( ( , ) , ,( ) )
IV. CONCLUSIONS
This paper discusses the constructions of identitybased broadcast encryption with short ciphertexts in the standard model. It is an interesting problem to construct constant-size private keys correspondingly. We propose an initial scheme at first. It has constant size ciphertexts and O(|S|)-size private keys. And under the selectiveidentity security model, we reduce its security to the decision BDHE assumption which is more natural than those in the existing schemes. Based on this initial work, our main scheme is presented. It achieves the constant size ciphertexts and constant size private keys which solves the trade-off of ciphertexts and private keys.
Unfortunately, both schemes only achieve the selective-identity security. So we give two solutions finally. Two solutions bring two new schemes. Both schemes achieve the full security, which is stronger than selective-identity security.
However, in our schemes, the total number of possible users must be fixed in the setup. It is an interesting problem to construct a scheme without the above constraints in the standard model.
